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Continuous integration and continuous 
deployment (CI/CD) is becoming a 
foundational part of DevOps. For tech 
giants like Amazon, Netflix, and Google, CI/
CD allows their engineering team to make 
small changes in code and deploy those 
changes frequently, across all their platforms, 
without interrupting the user experience. 

Today, many smaller companies are also 
integrating CI/CD pipelines into their businesses. 
But while CI/CD pipelines can be DevOps 
gamechangers, they’re also tricky to implement 
correctly. Unreliable security, inaccurate tests, and 
inefficient performance are common problems 
that can make your pipeline even slower than 
your old manual processes. In this e-book, we’ll 
help you avoid those pitfalls with seven steps 
to build your CI/CD pipeline—the right way.

Preparation

Your mission in the preparation stage is to 
examine your deployment process and 
determine what kind of workflow you want 

to achieve from your CI/CD pipeline. Mapping out 
all of your current processes is a critical element 
of this preparation. Why? Because before you 
can understand what should be automated, 
you need to clearly define your development 
process, including the manual tasks your team 
completes to move from update  to deployment. 
As you do this, ask which business problems 

you’re trying to solve, such as reducing time spent 
on manual processes so your team can focus on 
other projects. You also should factor in how you 
analyze code and how approvals are obtained 
at each point in the development process.

During the preparation stage, you also need to 
determine whether your final environment will use a 
traditional monolithic or microservices model, and 
whether you will host your application on-premises 
or in the cloud. These decisions will depend on your 
use case, current infrastructure, and business goals.

Monolithic vs. Microservices Model

Before you build your pipeline, you’ll 
need to decide which model will best 
fit your business use case: a monolithic 
or microservices-based application. A 
monolithic model is easier to develop 
and deploy because monolithic apps 
exist in one jar/war file. They aren’t 
as complex as microservices, which 
knit pieces of code to create your 
application. A microservices model is 
more flexible. Each piece of code has 
a single function, so if one piece fails, 
it won’t take your entire application 
down with it. Microservices can also 
give you more flexibility to expand or 
change your application after it’s built.

https://www.mulesoft.com/resources/api/microservices-vs-monolithic
https://www.geeksforgeeks.org/monolithic-vs-microservices-architecture/
https://www.geeksforgeeks.org/monolithic-vs-microservices-architecture/
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Choose Your Tools2

Now it’s time to choose the right tools for 
the job, based on your use case. Part of this 
decision-making process is determining 

whether you want to opt for an enterprise or 
open-source solution. While enterprise tools can 
often be used straight off the shelf, which adds a 
level of convenience, we encourage companies 
to consider open-source software to support 
their goals. Open-source tools often have similar 
features to their enterprise counterparts, and they 
will save your organization considerable expense 
in the long run since you won’t have to pay for 
ongoing licensing to maintain your pipeline.

Supervised and 
Unsupervised Learning

Using open-source software to build 
your CI/CD pipeline saves money and 
time. Some common orchestration 
tools include:

• Jenkins

• CircleCI

• GitHub

• AWS Code Commit

Set Up the Access 
and Security Posture3

Once you’ve chosen your CI/CD tools, you need 
to set up the appropriate logins, permissions, 
and security posture to ensure that only 

the right people on your team can access your 
pipeline. Particularly if you have a large development 
team, you should create user personas to help you 
streamline and simplify the permissions process. 
Some typical personas include members of the 
development team, system administrators, and 
managers. Each role will likely have different access 
and permissions, depending on their responsibilities.  

Your security posture will vary based on your chosen 
tools, so you need to look closely at how your 
application connects back to your tool to determine 
what steps you need to take to stay secure.

Build the Pipeline4

Now that you’ve established your tools, 
permissions, and security, it’s time 
to build. The build process will look 

different depending on your current processes 
and what you want to automate. Here’s an 
example of how one developer might build 
a CI/CD pipeline for a Java application:
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1. Your developer writes the code for the 
Java application on their laptop and 
pushes the local file to the repository. 

2. Meanwhile, your Jenkins pipeline 
tool is monitoring that repository. 
Once it sees the new code, it starts 
analysis to make sure it looks secure 
and that there are no gaps. 

3. After the code is analyzed, the code 
is pushed to the Gradle tool to start 
the build process. During this phase, 
the code undergoes automated 
J-Unit testing to ensure the code 
will work when it reaches users. 

4. After those processes are complete, 
the new code is saved as a Java file. 

Once the pipeline produces a Java file, you 
can deploy your application to the Dev 
environment and start the approvals process. 

Deploy to the QA 
Environment5

A fter you’ve built and deployed your code, you need to check for quality. Your code will 
now move into the QA environment, where 

it will undergo in-depth testing around automation 
and user experience. The focus in this stage is on 
features testing—the QA team wants to be sure that 
the specific features that are going to be released 
are functioning correctly. The big-picture testing of 
the entire application will happen in the next step. 

It’s common for this stage to go through a few 
iterations. If the QA team finds a problem with 
the new code, they will send it back to the 
development team. Then, that team will fix the bug 
and redeploy to the QA environment. This cycle 
continues until there are no errors in the code.

Streamlining Features Testing

During the QA phase, many developers 
rely on Selenium, an open-source tool 
that streamlines features testing.

Stage Your 
Application6

Once an application makes it through 
QA testing, it moves to the staging 
environment. Now your team will look 

at the application as a whole to ensure that 
it works properly with the new features.

In this step, the administrative team also looks at the 
application’s external end-points to ensure that it 
will function properly when deployed. For example, 
if your application relies on an external database, 
your team will test the application against that source 
to make sure it is pulling the information it needs.
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Deploy to the 
Production 
Environment 

7

Finally, your application moves to the 
production (prod) environment. This is the 
final stage of the pipeline—the operational 

“dress rehearsal” for pushing it to the public or the 
end users. In this phase, the application is ready 
to go from an administrative point of view and 
is put into operation in a test capacity to ensure 
that everything works and that there are no final, 
unforeseen problems. After this step, it will be 
deployed to the end user, and tested a final time to 
make sure the infrastructure is working and there 
are no errors that might impact user experience. 

Automate Your Workflow

In a properly configured CI/CD 
pipeline, each stage of the approval 
process is automated. That means 
when your code moves through a 
phase, the next team is automatically 
alerted so they can begin their part 
of the testing. This streamlines 
your workflow, saving you time.

Ready to build your CI/
CD pipeline? Enquizit is 
here to help. Learn more 
about our services at
https://enquizit.com/

Streamlining With 
Automation 

When your CI/CD pipeline is in 
place, your team should be able 
to rely on automation and tooling 

throughout your development process, with 
human interaction only occurring during the 
initial coding and approval processes. This is 
how CI/CD pipelines make it easy for companies 
to deploy new versions of their applications 
dozens, or even hundreds of times, per day.

But as we’ve seen, building these pipelines in a 
way that mitigates risk, curbs costs, and ensures 
a bug-free end-product can be complicated. The 
good news is you don’t have to do this alone. When 
you partner with Enquizit, we’ll work with your 
development team from the preparation stage to 
the final deployment. We ensure that your final 
product will help you achieve your business goals 
and help fill knowledge gaps in your team so you 
can operate and update your pipeline internally. 
Plus, our deep knowledge of open-source software 
and common pitfalls will save you time and money. 

http://relevant landing page

