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The High Cost of Avoiding CMMC Compliance

For colleges and universities, avoiding CMMC compliance can come at a high cost. On Nov 
30th 2021, the DoD amended the Defense Federal Acquisition Regulation Supplement 
(DFARS) to require all covered parties complete a cyber security assessment. The 
Department of Justice also launched a new task force: the Civil Cyber-Fraud Initiative. 
While the new regulations do ask research universities to complete a self-assessment, 
the reality is that isolated environments run from grant funds through individual 
schools often cannot effectively measure their cyber security risks and posture—and 
that puts the university at risk of losing their funding if they fall out of compliance. 
Beyond that, failure to protect CMMC data could cost the university up to three times 
their grant funding, plus penalties. Without that stream of funding, researchers and 
staff might seek opportunities with better support to continue their research.

At the onset of the Covid-19 pandemic, the world 
went online—and in response, the number of 
cyberthreats reported by global organizations 
increased by more than 80%. Many of these attacks 
targeted colleges and universities, like the 2020 
attack on the University of California at San Francisco, 
where researchers were targeted for their work on a 
potential Covid-19 vaccine and were forced to pay 
tens of thousands of dollars in cryptocurrency. 

In response to this uptick in cyberthreats, the 
U.S. Department of Defense (DoD) launched the 
Cybersecurity Maturity Model Certification (CMMC), 
a set of standards that protect sensitive, unclassified 
DoD data that’s been shared with researchers 
and subcontractors. If colleges and universities 
want to continue receiving funding in future years, 
they’ll need to follow the DoD’s new guidelines. 
But there’s more than one way to achieve CMMC 
compliance—and your path to certification depends 
on what matters most to your organization. 

To guide your journey, this e-book highlights three 
common pathways higher education institutions 
can take to become CMMC-compliant. But first, let’s 
delve into what CMMC is and why it matters now.

CMMC is a new compliance framework 
developed by researchers at Carnegie 
Mellon University and Johns Hopkins 
University in 2020 and expanded by 
the DoD in 2021 after receiving vendor 
feedback. The goal of CMMC is simple: 
to protect national security by securing 
unclassified data and reducing the 
number of cyberattacks on both 
government agencies and the vendors 
and contractors that support them. 

CMMC compliance matters for colleges 
and universities because many research 
institutions currently receive millions of 
dollars in funding from the DoD to study 
everything from healthcare to education 
and beyond. With the DoD moving 
quickly to enforce these new regulations 
it is important that Universities start 
developing CMMC-compliant enclaves 
now or risk losing critical grant money—
and the top researchers working 
on those projects—in the future.

What Is CMMC,
and Why Is It
Important Now?

https://www.federalregister.gov/documents/2020/09/29/2020-21123/defense-federal-acquisition-regulation-supplement-assessing-contractor-implementation-of
https://www.justice.gov/opa/pr/deputy-attorney-general-lisa-o-monaco-announces-new-civil-cyber-fraud-initiative
https://www.businesswire.com/news/home/20211108005775/en/Cyber-Threats-Have-Increased-81-Since-Global-Pandemic
https://www.highereddive.com/news/cyberattacks-keep-targeting-colleges-how-can-they-protect-themselves/610551/
https://www.bloomberg.com/news/features/2020-08-19/ucsf-hack-shows-evolving-risks-of-ransomware-in-the-covid-era
https://www.bloomberg.com/news/features/2020-08-19/ucsf-hack-shows-evolving-risks-of-ransomware-in-the-covid-era
https://www.acq.osd.mil/cmmc/about-us.html
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Compliance-in-a-Box

Compliance-in-a-box is essentially a 
one-size-fits-all enclave where your 
researchers can interact with DoD 
data. Many colleges and universities 
also add on managed services, so they 
don’t have to worry about ongoing 
compliance and system maintenance.

Urgency1
With the deadline to compliance fast approaching, 
you may want to build the secure infrastructure as 
quickly as possible to ensure you’ll be ready when the 
DoD starts enforcing CMMC standards. Alternatively, 
starting early might be a priority if you’re worried 
about the amount of time and internal resources 
it will take to become compliant—particularly 
if you don’t have experienced staff on hand to 
undertake a significant project like this. Regardless 
of your reasoning, if time is more of a concern 
than money, the best solution is a “compliance-
in-a-box” style that offers an off-the-shelf enclave 
you can implement quickly and painlessly. 

Compliance-in-a-box is essentially a one-size-fits-
all enclave where your researchers can interact 
with DoD data. Often, these solutions are offered by 
an experienced cloud provider, who will conduct 
intensive discovery on your current systems, listen to 
your needs, and then customize your solution to fit 
within your existing IT infrastructure. These solutions 

Research institutions need to become CMMC-
compliant now, before these standards become a 
fixture of grant and contract language. But there’s 
no one right way to become CMMC-compliant. 
Depending on timing, budgetary concerns, 
and user experience needs, your path to CMMC 
compliance might look different than the path of peer 
organizations. Here are three avenues you might take, 
depending on what is important to your stakeholders:

3 Pathways to CMMC 
Compliance

usually don’t connect to central IT resources, and they 
do have their own incident response systems, so they 
won’t overwhelm your IT team. Many colleges and 
universities that opt for this type of infrastructure also 
add on managed services, so they don’t have to worry 
about ongoing compliance and system maintenance. 

Compliance-in-a-box is the straightforward option 
for institutions that want to take advantage of the 
fact that CMMC compliance is required only for the 
DoD data and equipment that utilize DoD data—it 
doesn’t have to impact the rest of your IT. And when 
you choose to implement this solution with an 
experienced provider, you can rest assured they’ll 
work quickly, so you don’t have to worry about 
missing any critical deadlines that may affect future 
funding. Your provider should also include a budget 
for the project ahead of time, with a responsibility 
matrix that outlines what maintenance your IT team 
will manage once the environment goes live. 
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Budget2
Some institutions may have a limited budget but 
plenty of time to build a custom solution to fit 
their needs. If that’s the case for your team, you 
might consider working with a cloud provider 
to assess your current environment and build a 
compliant infrastructure that takes advantage 
of the resources you already have. Rather than 
bringing in an existing solution and making minor 
adjustments (as you would with compliance-in-a-
box), with this option, your cloud provider will create 
a roadmap from scratch that charts your current 
IT infrastructure. You can then use that map to 
maximize your existing resources and reduce costs. 

What does this map look like in practice? First, your 
cloud provider will conduct a cost assessment that 
compares the cost of implementing a compliance-in-
a-box solution against the cost of using the existing 
on-premises and cloud infrastructure and business 
processes. Including existing networks and IT services 
into the CMMC accreditation boundary can save on 
costs for the CMMC effort, but those networks and 
IT services will then need to be updated to meet 
CMMC cyber security standards. While saving on 
capital and service costs, this approach does require 
a significant commitment of IT Staff time and may 
impact other projects. Your cloud security team will 
compare these two options and help you find the 
blend that takes advantage of schedule flexibility 
to optimize your existing investments and ensure 
that you’re paying only for what you truly need. 

With the end state in in mind, your cloud team 
will help lay out an implementation plan that 
accounts for changes over time. For example, 
while the current Incident Response procedures 
might require an expensive tool replacement to 
be CMMC compliant, we can look at when that 
license expires to maximize the initial investment. 
A low-cost managed service can be provided in 
the interim. While we wait for the refresh cycle to 
provide the funds needed bring Incident Response 
back under the University IT department, we 
can ensure that all future Incident Responders 
receive the necessary training to work effectively 
in the cloud and within a CMMC environment.

Your cloud consultant will walk you through 
the various options available and recommend 
the best custom solution for your budget. 

Cost Assessment

Your cloud provider should conduct 
a cost assessment that compares the 
cost of implementing a compliance-
in-a-box solution against the cost of 
building a custom infrastructure.
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Ultimately, user experience is a critical piece of 
the puzzle, no matter your budget or timeline. 
Choosing a cloud provider with deep knowledge 
of human-centered design and the ability to 
seamlessly integrate your secure enclave can help 
you avoid problems with user experience down 
the line. And if user experience is your top priority, 
you might consider partnering with a managed 
services provider as well to ensure that your 
system is always up to date and easy to use.

Impact3
While time and money are the most common 
factors that affect decision-making around your 
CMMC-compliant environment, some institutions 
may identify user experience as a top priority. After 
all, you need to retain your top research talent, and 
that means building a solution that not only follows 
DoD guidelines but also empowers your end-users. 

As higher ed leaders know all too well, most grant 
funding is awarded to individual researchers or 
research teams—not to the university itself. That 
means that if a researcher leaves your institution, 
their funding goes with them. If your organization 
builds a CMMC-compliant system that is cumbersome 
and hinders the research process, your researchers 
might be tempted to find another institution 
with more user-friendly IT. To avoid this problem, 
your team should enlist support from a cloud 
provider seasoned in user experience design to 
seamlessly integrate your infrastructure—whether 
it’s a standalone solution or part of central IT. An 
experienced provider will take the time to get to know 
your researchers and their workflows so they can 
customize your solution to mirror existing business 
processes. Other features, like automation, can also 
streamline the experience for your end-users so 
they can spend more time in the lab and less time 
on tedious data entry and compliance overheard. 

CMMC Compliance

If your organization builds a CMMC-
compliant system that is cumbersome, 
your researchers might be tempted 
to find another institution with 
more user-friendly IT. To avoid 
this problem, enlist support from 
a cloud provider seasoned in user 
experience design to seamlessly 
integrate your infrastructure—
whether it’s a standalone 
solution or part of central IT. 
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Enquizit is an Amazon Web Services (AWS) 
Premier Consulting Partner with years of 
experience building compliant environments 
for government agencies and their vendors. To 
learn more about Enquizit’s CMMC solutions, go 
to https://enquizit.com/services/cyber-security

Become Cloud-Ready With CMMC-
Compliant Solutions

Right now, the IT leaders at your college or university may feel frustrated about this 
complex, technical challenge. But becoming CMMC-compliant is about more than 
just checking a box for the DoD. It’s also an opportunity to become more secure 
across your entire organization. The more you expand your CMMC solution, the safer 
your data and stakeholders will become. Plus, investing in a cloud-based CMMC-
compliant enclave will also prepare your organization for future modernization—
which is the direction that forward-thinking institutions are heading already. 

No matter which path you take toward compliance, your team will benefit from 
an expert partner by your side. With support from experts in both DoD Cyber 
Security compliance AND migrating sensitive and critical workloads to the 
cloud, your university will be prepared for CMMC regulations—and be ready for 
whatever other cloud modernization projects come your way in the future.

https://enquizit.com/services/cyber-security
https://www.informationweek.com/cloud/why-higher-ed-cios-should-embrace-moving-to-the-cloud

